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Question #1

For Official Use Only (FOUO) and Controlled Unclassified
Information (CUI) may include all of the following except:

O a. Sensitive information

O b. Secret information

O c. Personnel information

O d. Payroll information

Question #2

All of the following are common ways of spreading malicious code
except:

O a. Backup important files

O b. E-mail attachments

O c. Peer-to-peer software

O d. Downloading files from the web

Question #3

If your coworker is able to access your 401K account to check your
balance, which secure system property is being violated?
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O a. Authentication

O b. Integrity

O c. Confidentiality

O d. Availability

Question #4

Theo receives an E-mail from his bank while at work. The e-mail
emphatically states that he must verify his personal information
immediately or his account will be closed. He clicks the link
provided in the e-mail and enters all of his information online. This

is an example of:
O a. Phishing

O b. Mobile code

O c. Cookies

O d. E-mail attachments

Question #5

Edna wants to create a strong password. She should avoid all of
the following except:

O a. Birthdays

O b. Sports teams

O c. Special characters

O d. Family or pet names

Question #6
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Which of the following are an example of a security incident?

O a. Attempts to send electronic junk mail in the form of
commercial announcements.

O b. Attempts by unidentified or unauthorized people to obtain
sensitive personal or business information.

O c. Loss of a government laptop containing personnel
information.

O d. All of these are security incidents.

Question #7

Walt found a feature in his E-mail that allows him to automatically
download attachments. He thinks this will give him faster access to
the attachments he gets. Using this feature can:

O a. Eliminate viruses from his computer.

O b. Make E-mail management more difficult.

O c. Create peer-to-peer threats.

O d. Activate a virus associated with an attachment without his
knowledge.

Question #8

Which of the following will help reduce your risk of identity theft
when engaging in e-commerce?

O a. Use e-commerce for all transactions.

O b. Confirm the site you are using uses an encrypted link.
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O c. Respond to E-mail inquiries only from institutions you do
business with regularly.

O d. Click on links sent to you from trusted providers.

Question #9

What is not PII?

O a. Information about or associated with an individual

O b. Place of birth

O c¢. Employment History

O d. ZIP Code

Question #10

All of the following are examples of our nation's critical
infrastructure except:

O a. Emergency services

O b. Banking and finance

O c. Transportation and border security

O d. Colleges and universities

Question #11

What should you do to ensure the physical security of USDA
information, you should do all of the following except:
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O a. Allow people to enter the facility by following others.
O b. Secure your office at night and during emergency
procedures.

O c. Challenge people who dont follow physical security policies.

O d. Know your organizations security policy.

Question #12

A man dressed as a service technician asks Monique for her
system passwords so that he can eradicate a problem on her
computer. She gives him the passwords. Monique is a victim of:

O a. Vulnerability

O b. Threat

O c. Peer-to-peer technology

O d. Social engineering
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